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Think Before You Post:
Social Media Tips for Immigrant Youth

Ever question whether you should post a social media status, picture, reel, video, or if
you should repost? For many youth, social media is part of daily life. You may use social
media to communicate and stay connected with family and friends, follow your favorite
artists and organizations, and to stay informed about current news. There are many
practical ways you can use social media applications like Instagram, WhatsApp,
Facebook, TikTok, Snapchat, YouTube, and more. While there are benefits to using social
media, there are also many risks, and it is important to remain safe and exercise caution

when you post online.

The immigration process has increasingly extended to include not only paper
documents, but also applicants’ online activity. Your online presence matters and is an
area that may be investigated as part of your immigration case. This resource will
provide you with background information on policies that allow government agencies to
collect and review social media online activity. It will also offer practical tips to help you
stay safe on social media. You will learn how to make thoughtful choices to help avoid
issues that could impact your immigration applications, manage your online presence,
protect your personal information, and keep your social media accounts secure.

The expanded use of social media by immigration authorities

Government agencies in the United States like the Department of Homeland Security
(DHS) and the Department of State are monitoring individuals' online activity across
social media accounts as part of immigration processes. This can affect individuals on
student visas, those in immigration proceedings, or individuals applying for immigration
benefits or permission to stay in the country. For almost ten years, the United States has
asked and collected social media user information from some immigrants and visa
applicants. At first, it mostly applied to some temporary visa applicants, but in 2019 the
rule expanded to include many people applying for permanent visas through U.S
embassies or consulates. Since then, more government changes have meant that
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millions of noncitizens in the United States and abroad may need to list their social
media accounts as part of their immigration applications.’

In January 2025, President Trump issued Executive Order 14161, Protecting the United
States From Foreign Terrorists and Other National Security and Public Safety Threats?,
which directed specific government agencies to follow policies and procedures for
maximum review and screening of noncitizens seeking entry or admission to the United
States.

In March 2025, the United States Citizenship and Immigration Services (USCIS) published
a notice.? This notice indicated that the agency would collect social media handles or
usernames (not passwords) of applicants/petitioners seeking certain immigration benefit
requests in connection with nine immigration forms to assess potential public safety
risks related to those seeking status in the United States.

Later, in April 2025, DHS announced that USCIS would begin looking at individuals’
social media activity to monitor for antisemitic activity for those applying for lawful
permanent residency and foreign students.* Antisemitic activity means prejudice, hatred,
or discrimination directed at Jewish people, institutions, or property.” The Department of
State then instructed consular officers to review all visa applicants’ online presence for
activities indicating antisemitism.® More recently, effective March 30, 2026, the
Department of State also announced expanded online presence review and vetting for
specific visa applicants with instructions on privacy settings.” With new and changing

' Boundless, Government Monitoring of Immigrants’ Social Media, last visited February 18, 2026, available at
https://www.boundless.com/blog/government-monitoring-of-immigrants-social-media. See also, The Brennan Center for Justice,
Expert Brief: The Government’s Growing Trove of Social Media Data, last visited February 18, 2026, available at
https://www.brennancenter.org/our-work/research-reports/governments-growing-trove-social-media-data.

2 Federal Register, Executive Order 14161 Protecting the United States From Foreign Terrorists and Other National Security and Public
Safety Threats, last visited February 25, 2026, available at https://www.federalregister.gov/documents/2025/01/30/2025-
02009/protecting-the-united-states-from-foreign-terrorists-and-other-national-security-and-public-safety.

3 Federal Register, Agency Information Collection Activities; New Collection: Generic Clearance for the Collection of Social Media
Identifier(s) on Immigration Forms, last visited February 26, 2026, available at
https://www.federalregister.gov/documents/2025/03/05/2025-03492/agency-information-collection-activities-new-collection-

generic-clearance-for-the-collection-of.

4 USCIS, DHS to Begin Screening Aliens’ Social Media Activity for Antisemitism, last visited February 26, 2026, available at
https://www.uscis.gov/newsroom/news-releases/dhs-to-begin-screening-aliens-social-media-activity-for-antisemitism.

> U.S Department of State, Defining Antisemitism, last visited February 26, 2026, available at https://www.state.gov/defining-
antisemitism#:~:text=%E2%80%9CAntisemitism%20is%20a%20certain%20perception,community%20institutions%20and%20religiou
s%20facilities. %E2%80%9D.

¢ See, for example, Nahal Toosi and Eric Bazail-Eimil, “State begins rolling out expanded student visa vetting — starting with
Harvard,” PoLiTico (May 30, 2025), available at https://www.politico.com/news/2025/05/30/state-implements-reviews-of-harvard-
visa-applicants-social-media-accounts-00375921.

7U.S Department of State, Announcement of Expanded Screening and Vetting for Visa Applicants, last visited April 14, 2026, available
at https://travel.state.gov/content/travel/en/News/visas-news/announcement-of-expanded-screening-and-vetting-for-visa-

applicants.html.
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policies, it is increasingly important to consult with your immigration attorney on the
impact your social media presence can have on your immigration matters.

DHS and USCIS received approval to collect social media handles/identifiers on
immigration forms for a period of one year, expiring on February 28, 2027 (subject to
extension). As a result of these policy changes, immigration officials may eventually
review what applicants post, share, or engage with online in connection with the
requests filed through but not limited to the 9 forms below.

Note that at the time of publishing this resource, USCIS had not yet posted updated
forms. However, in February 2026, the Office of Information and Regulatory Affairs
(OIRA) approved the DHS/USCIS plan to collect social media information.®

You can find current USCIS forms here: https://www.uscis.gov/forms/all-forms. Once
USCIS posts the updated forms that require social media identifiers, the new versions
will also be available on this webpage.

e Form N-400 (Application for Naturalization)

e Form I-131 (Application for Travel Documents, Parole Documents, and
Arrival/Departure Records)

e Form I-192 (Application for Advance Permission to Enter as Nonimmigrant)

e Form 1-485 (Application for Adjustment of Status)

e Form I-589 (Application for Asylum and for Withholding of Removal)

e Form I-590 (Registration for Classification as Refugee)

e Form I-730 (Refugee/Asylee Relative Petition)

e Form I-751 (Petition to Remove Conditions on Residence)

e Form [-829 (Petition by Investor to Remove Conditions on Permanent Resident

Status)

Applicants will be required to:

e Disclose five years’' worth of social media history

e Disclose the total number of social media accounts they have and for which
platforms (includes but not limited to Discord, Douyin, Facebook, GroupMe, IMO,
Instagram, Jodel, Kuaishou, LinkedIn, MySpace, Pinterest, QQ, Qzone, Reddit,

8 Office of Information and Regulatory Affairs, Generic Clearance for the Collection of Social media Identifier(s) on Immigration Forms,
last visited April 08, 2026, available at https://www.reginfo.gov/public/do/PRAView|CR?ref nbr=202511-1615-008.
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Skype, Snapchat, Telegram, Threads, TikTok, Tumblr, Twitch, Weibo,
Weixin/WeChat, X, YouTube, and WhatsApp)

e Provide information for active, inactive, and deleted social media accounts

e Disclose whether each account was/is for personal, business or organizational
purposes

e Disclose all usernames/handles/aliases

e Some individuals must also provide the social media identifiers of their relatives,
including children, spouses, and parents (even if they are already citizens or

lawful permanent residents).’

USCIS is collecting social media information through immigration requests submitted
with the agency as part of its review process and under Executive Order 14161-
Protecting the United States From Foreign Terrorists and Other National Security and
Public Safety Threats, which focuses on national security and public safety. It is important
for social media users to know that USCIS may share information collected with other
government agencies if those agencies say they need it for things like national security,
law enforcement, immigration decisions, or public safety. Information from an
immigration application including social media details might not stay with just one
agency.

Social media may feel like a free and creative space to post and connect, but it is more
than a fun communication tool. Given current policies, it can greatly impact the outcome
in your immigration applications depending on the information about you that can be
found online. DHS can conduct free public searches online, which will provide them with
information about you that is publicly available. Even if you use social media usernames
and handles that don't include your full name, DHS may locate them based upon your
disclosure. Even though you are not required to disclose your password on immigration
applications, if DHS has evidence or suspects from your social media that you pose a
risk, DHS can request that the court send a formal order or subpoena for full access to
your accounts.

° The Brennan Center for Justice, Analysis: Trump Administration Will Collect Social Media Handles from Legal Immigrants and U.S
Citizens, last visited February 26, 2026, available at https://www.brennancenter.org/our-work/analysis-opinion/trump-administration-
will-collect-social-media-handles-legal-immigrants.
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Know what personal information about you is available online

You can protect your personal information online and on social media by knowing what
information like images, videos, articles, and online data is associated with your name
and person. Searching your name on Google or any other search engine is a good first
step to discover what other people can see about you online. Any information that is
publicly available online about you will appear in an online search, including your social
media accounts. This means anyone who searches your name can find your social media
accounts, especially if your accounts are set to public view. "Anyone” includes any
person, place of employment, agency, or entity interested in learning more about you.

The information publicly available online, like your social media accounts, can be
reviewed by DHS and may affect how your immigration matters are decided. Pictures
and videos can often be judged just by what people see, without knowing the full story.
For example, if you post a picture of you with a weapon or with gang-related colors,
clothes or symbols, DHS may look to this picture, or try to offer it, as proof that you are
a gang member or have committed a crime.

Protect your image

It is very important to think about how pictures, videos, and what you write on your
posts or reposts online can be interpreted. Similarly, the people you follow, such as
famous people, or the organizations you support can be used to interpret what you like,
your beliefs, and values. Once you post a photo, write a caption, or comment on a post;
assume all of that information is now publicly available and can be viewed and shared
by others. Be careful of what language you use online to talk and comment on posts.
Using harsh or vulgar language, especially when talking or commenting about someone
else doesn't reflect well on your image. You want an online image that you will be proud
of, and you want to share posts and pictures you won't regret sharing later. You want to
show how you are as if you were meeting others in person for the first time. There are
words and actions you might refrain from using when interacting with others in an in-
person conversation. Taking a moment to pause and think, “Would | say this or act this
way, if | was seeing this person in real-life?” can help you protect your image by thinking
before you post.

It is equally important to respect the privacy of others. Before posting a photo or story
of someone, think “Are they okay with me sharing this picture or video that includes
them?” If you think they may not be okay with the picture or video being shared, do not
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post it. If you are not sure, ask that person and respect their response if they say no.
Treat others online with the same respect that you would treat them in person. If you
would not tell others a secret in real life, you should also not post that story or secret
online. If you would not purposefully embarrass someone in person, do not post the
embarrassing photo or video. Follow the same guideline that you would for yourself,
and do not post any identifiable, private, or personal information about someone else.
Treating others online with the same respect you want, can also help protect your

image.

Less online content = Less risk

Remember, the internet likes to collect data and remembers everything once it is
uploaded. Although the internet can at times feel temporary, most online interactions,
posts, pictures, and videos are more permanent than they seem. Even if the file, photo,
or video was on a private account or a private chat, that content can be saved,
downloaded, shared, or reposted even without your permission. While you may want to
delete a picture or video that you are embarrassed about or no longer align with, speak
to your immigration attorney before deleting any pictures, social media content, or
social media account. You may be able to archive your posts to remove them from
public view, but you should first discuss archiving posts with your attorney, and they can
provide you with additional guidance including when you should keep a personal copy
of that photo or post.

It's important to communicate with your attorney if you have any recent or past social
media posts, pictures, or videos that could reflect negatively on your image or that you
have concerns about. Also, be prepared for your attorney to ask about your social media
history; they are not coming from a place of judgment but rather to guide you and
better assist you. To better understand why providing this information to your attorney
is important, think about your overall online presence.

All the data you have online is described as your digital footprint. A digital footprint is
not a bad thing - everyone that is online has one. It is your responsibility to learn how to
manage your digital footprint, however. You can manage your digital footprint by being
thoughtful and intentional of what you post, checking your privacy settings, and
deciding what you want others to see about you online. Your attorney needs to know
your digital footprint, just as much as your personal matters to ensure they are advising
you appropriately. The reality of the internet is that once something is uploaded, it may
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still exist in other forms online. As previously mentioned, posts can be screenshotted,
saved, cached, or stored on servers, and with the appropriate technology tools, deleted
data can be recovered, even if it doesn't appear on your account profile anymore. Think
twice before posting.

Protect your privacy
Control who can see your social media content

There is a significant difference in setting your social media profiles to public vs private.
Public social media profiles are accessible to anyone. Public profiles are designed to
increase visibility, require no follower approval from the account holder, and because
the profile is public all the pictures and posts on public profiles can be seen by anyone.
A private social media profile limits visibility and accessibility. This means not everyone
can easily see all of your pictures and posts, only followers you approve. This adds an
extra level of security over your personal information. You can set your social media
account profile to private, so only followers you approve can see the pictures and videos
on your profile.

Use the built-in safety features

Most social media applications have safety features that let you reject, block, restrict,
mute, or report people that you don't feel comfortable being friends with or following
online. These built-in safety features are there to help you protect yourself, and using
these features is advisable if someone else makes you feel uncomfortable or unsafe.

Limit personal information on your profile

Limit exposure to your personal identifiable information like your full legal name, birth
date and mailing address, so other people can't see that personal information from
looking through your profile page. Additionally, avoid posting any information, videos,
or photos with identifiable information. This includes posting photos of a document that
includes personal information (i.e., report card or legal document), photos with work or
school information (especially as a minor), or photos that identify your home or address.
Doing so can help limit your risk of identity theft. It can also be important to limit
providing information as to your location. Posting that you are out of town could tip off
someone planning to rob your home. Being alert and cautious by limiting your personal
information can protect your identity and you.
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Choose a username that protects your identity
Small choices can make a big difference in keeping your personal information safe. You
want to protect your privacy as much as you can, beginning by being cautious of what
name, email address, and followers you have on your social media accounts. You don't
have to use your full legal name on social media. To create a social media account
username, you can use:

e Your first name and last name initial (@Paola.R)

e Your nickname (@beto34)

e An animated character your like (@mickey.mouse3)

e Hobbies/Interests (soccer.boy45)

Use a different email address for social media

You can create an email address specifically to manage your social media accounts,
different from your primary email address. This helps keep the email address you use for
your personal matters, school, or work private and separate from your social media
information.

Secure your accounts; stay safe on social media®®

You have control over what you choose to share on social media. By following the
protective measures described in this resource, you can keep yourself safe on social
media and reduce the risk of posts or information negatively affect your immigration
matters.

e Do not post details about your pending immigration case or other legal cases
online.

e Be careful of who you follow or “friend” on social media, add only people you
know and trust.

e Set your social media profile to private, so only followers you approve can see
your online posts.

e Don't post or share through a Direct Message (DM) your personal identifiable
information, like your A-Number, mailing address, or any other number you use
to identify yourself.

e Assume anything you post is publicly available, even a deleted post or comment
can be retrieved.

'° Texas Law Help, Social Media Tips for Youths in Immigration Proceedings, last visited January 21, 2026, available at
https://texaslawhelp.org/article/social-media-tips-for-youths-in-immigration-proceedings.
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Keep your digital footprint clean, review past posts, see how your digital content
reflects your image. Does your digital footprint represent who you are at the
moment?

Don't share your social media passwords, even with people you know and trust.
Don't use personal identifiable information as a password (this includes name,
birthdate, mailing address, or other number that can directly identify you).

Don't use the same password for all of your online accounts.

Create a strong password that includes 12 or more characters and a combination
of letters, numbers, and symbols.

Turn off the GPS locator on each social media account setting.

Close old accounts you no longer use; you want to know every active and inactive
social media account you have and want to limit what accounts others have
access to as an old account could show a different image of you.

Log off your social media accounts and do not save log in information if you are
using a device that is not yours.

Create a strong password for your phone, computer, tablet, or other device. Lock
your device and make sure you use the 2-step authentication process to provide
extra security to your phone or device. Avoid using only facial recognition as a
way to secure your device, you want to use facial recognition and a 4-to-6 digit
pin for example.

Review the user policies, guidelines, and/or agreement to understand how the
application uses your data (this includes your pictures).

Monitor your account settings by regularly checking the account’s privacy and
security settings. After application updates, these privacy settings can sometimes
reset, so make sure they're still set the way you want.

Be aware of what photos you are posting and what story it could tell, For
example, a picture that shows a weapon or depicts violence can tell the wrong
story about you.

Report and block harmful behavior. If someone is harassing, threatening, or
pressuring you via social media, use the platform to report the harmful behavior
and block them. Also talk to an adult you trust about the situation, this can be
adult family members, teachers, social workers, or a legal advocate.

Take breaks from social media. Taking social media breaks can support your
mental health and help reduce online stress.
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Own your online story

Social media is a powerful tool to express yourself, stay connected, and build
community. However, it also creates a digital footprint that can follow you into the
future. What you post, like, share, or comment can be seen, saved, and sometimes
misunderstood by individuals who do not know your full story, including government
agencies reviewing your immigration applications. You have control over your social
media image. By thinking before you post, protecting your privacy, and keeping your
accounts secure you can reduce misinterpretation of your social media presence to
present your image in a way that reflects who you truly are. Be mindful, stay informed,
and take action to protect yourself and your image on social media.
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